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Introduction 
This document is for IT administrators who want to learn about 
the new security and deployment-related features across Apple 
platforms as of WWDC 2020. There are also updates to Apple 
School Manager, Apple Business Manager, and AppleSeed for IT, 
as well as changes to the Apple mobile device management 
(MDM) protocol and its associated payloads. This document 
supplements the Deployment Reference for iPhone and iPad, the 
Deployment Reference for Mac, and Mobile Device Management 
Settings for IT Administrators, all designed to help administrators 
understand the key technologies for deploying Apple devices at 
scale and providing an optimal experience for users. 

 
NOTE: This material is provided for information purposes only; Apple assumes 
no liability related to its use. The Apple software and services discussed 
hereunder are pre-release versions that may be incomplete and may contain 
inaccuracies or errors that could cause failures or loss of data. 
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Integration and Setup 

Apple School Manager and Apple Business 
Manager 
System for Cross-domain Identity Management (SCIM) 
Administrators can use SCIM to import users into Apple School Manager and 
Apple Business Manager. SCIM allows them to merge Apple School Manager 
and Apple Business Manager properties (such as SIS user name and grades in 
Apple School Manager, and roles in Apple School Manager and Apple Business 
Manager) over account data imported from Microsoft Azure Active Directory 
(Azure AD). When they import users with SCIM, the account information is 
added as read-only in Apple School Manager and Apple Business Manager until 
they disconnect from SCIM, in which case the accounts become manual 
accounts and attributes in these accounts can then be edited. Changes made 
to accounts in Azure AD sync to Apple School Manager and Apple Business 
Manager accounts every 20 to 40 minutes. 

After the domain verification, federation, and SCIM processes are complete, 
users with accounts in the Azure AD domain can use their Azure AD credentials 
to sign in to Apple services. 

Azure AD is the Identity Provider (IdP) that authenticates the user for Apple 
School Manager and Apple Business Manager and issues authentication 
tokens. Because Apple School Manager and Apple Business Manager support 
Azure AD, other IdPs that connect to Azure AD—like Active Directory Federated 
Services (ADFS)—will also work with Apple School Manager and Apple 
Business Manager. Federated authentication uses Security Assertion Markup 
Language (SAML) to connect Apple School Manager and Apple Business 
Manager to Azure AD. 

Devices interface update 
In the Apple School Manager and Apple Business Manager window’s sidebar, a 
new section shows all devices that have been added to Apple School Manager 
or Apple Business Manager, whether they are enrolled in a mobile device 
management (MDM) solution or not. Devices can be searched and sorted in 
many different ways. 

Learn more about Apple School Manager and Apple Business Manager: 

• Apple School Manager User Guide: https://support.apple.com/guide/apple-
school-manager/ 

• Apple Business Manager User Guide: https://support.apple.com/guide/apple-
business-manager/ 
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Deployment and Provisioning 

Auto Advance for Automated Device Enrollment 
With Auto Advance configured in MDM, organizations can order Mac computers 
and, after they arrive, simply plug them into Ethernet and power them on. The 
Mac will locate the assigned MDM solution and be automatically configured 
based on settings from the MDM solution, including skipping all Setup Assistant 
screens. The user then enters a known user name and password at the login 
window. 

A Mac that meets all of the following criteria can take advantage of Auto 
Advance: 

• Comes preinstalled with macOS 11 for Mac computers shipped directly from 
Apple, an Apple Authorized Reseller or carrier, or running macOS 11 for Mac 
computers erased and ready to be configured 

• The Mac serial number must appear in Apple School Manager or Apple 
Business Manager  

• Has automated device enrollment settings, including the existing Auto 
Advance keys applied to the device using an MDM solution 

• Is plugged into a power source (recommended but not required) 

• Is plugged into an active Ethernet connection (initial configuration only) 

NOTE: If the Mac is configured to use FileVault, an initial additional step 
requires the user’s password. 

Learn more about Auto Advance for Apple TV in MDM Settings for IT 
Administrators: 

• Apple TV management overview: https://support.apple.com/guide/mdm/
mdm89aad3948 

Shared iPad 
Shared iPad can be used not only in education but also in business. Multiple 
users can use the iPad, and the user experiences can be personal even though 
the devices are shared. 

Temporary Session 
In iPadOS 13.4, any user has the ability to initiate a temporary session without 
the need for a user name or password by tapping Guest at the login screen. All 
their data—including browsing history—is deleted when the user signs out. In a 
temporary session, any user can unlock and access the iPad without a 
password. 
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Learn more about Shared iPad in MDM Settings for IT Administrators: 

• Shared iPad overview: https://support.apple.com/guide/mdm/cad7e2e0cf56 

• Prepare Shared iPad: https://support.apple.com/guide/mdm/mdm71124b400 

• Shared iPad with Managed Apple IDs: https://support.apple.com/guide/mdm/
mdm9992c9a34 

Configuration Management 

Supervision 
With macOS 11, MDM enrollments that are user-approved are now considered 
supervised. This supervision occurs under two conditions: either the Mac is 
enrolling for the first time, or it’s being upgraded to macOS 11. Supervision isn’t 
possible with User Enrollment into MDM; in which case the Mac is always 
unsupervised. 

Supervised Mac computers can take advantage of features such as: 

• Use Activation Lock bypass codes 

• Control over what software is updated and when 

• Allow the use of a Bootstrap Token 

• Use supervised payloads, restrictions, commands, and queries 

• Query and delete local user accounts 

Learn more about supervised devices in MDM Settings for IT Administrators: 

• Information about Automated Device Enrollment into MDM: https://
support.apple.com/guide/mdm/mdme02fc7920 

Software updates 
This year, Apple unified installation technology across all platforms. The Mac 
now uses the same reliable and secure installation technology as iOS and 
iPadOS. Qualification of OS updates is now server-driven, similar to iOS and 
iPadOS. 

macOS knows the exact layout of the system volume, so it can install software 
updates in the background using an APFS snapshot. Updating in the 
background while the user is at their Mac happens quickly and goes unnoticed 
by the user. This process is similar to the experience users have with iPhone 
and iPad. The snapshots are cryptographically sealed using authenticated 
APFS, enabling verification on boot that the user’s system matches what was 
delivered by Apple. 
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With macOS 11, MDM solutions will have more granularity when managing 
software updates for supervised devices, including: 

• All macOS updates share the same deferral limit (up to 90 days). 

• OS updates (major OS version, minor OS version, supplemental and security) 
and/or non-OS updates (ie. Safari) can be deferred. 

• Starting with macOS 10.15.4, administrators can defer major updates, such as 
macOS 11. 

• Force a software update of any type, including (if necessary) a restart. 

• Make the software update visible to the user but not force an install. 

NOTE: In macOS 11, all software updates released during the beta period will be 
deferrable. 

For software updates using the softwareupdate command-line tool, see 
“Command-line tools” (on page 20). 

Learn more about managed software updates in MDM Settings for IT 
Administrators: 

• Defer Apple software updates: https://support.apple.com/guide/mdm/
mdm02df57e2a 

Managed Apps 
Managed apps—an existing feature of iOS and iPadOS management—is coming 
to macOS 11. Free, paid, or custom apps from Apple School Manager and Apple 
Business Manager are installed over the air using MDM. Managed apps can be 
preconfigured with various settings and provide more control than apps 
downloaded by the user. The MDM solution can remove managed apps, or 
specify whether the apps should be removed when the MDM profile is removed. 

A new option has been added to the InstallApplication and 
InstallEnterpriseApplication commands—to indicate that the MDM solution 
should install the app as managed or, to convert an already installed app from 
unmanaged to managed. App conversion isn’t supported with User Enrollment 
into MDM.  

Although all volume purchased apps and custom apps can be installed as 
managed, only certain enterprise apps can be managed. To be manageable, an 
enterprise app package must: 

• Not contain any nested packages 

• Contain only a single app 

• Be installed in /Applications 

Managed apps must remain in the /Applications folder to be considered 
managed. 
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Managed Apps can be used with the RemoveApplication and 
ManagedApplicationList commands and can participate in managed app 
configuration and feedback. The MDM solution can also configure Managed 
Apps so they are removed automatically when the user removes the MDM 
enrollment profile. 

Learn more about Managed Apps and custom apps: 

• Managed apps for iPhone and iPad: https://support.apple.com/guide/
deployment-reference-ios/iorf4d72eded 

• Learn about custom apps in Apple School Manager: https://
support.apple.com/guide/apple-school-manager/apd58ba3112a 

• Learn about custom apps in Apple Business Manager: https://
support.apple.com/guide/apple-business-manager/apd58ba3112a 

Non-removable Managed Apps 
In iOS 14 and iPadOS 14, Managed Apps now have the ability to be marked as 
non-removable. Previously, administrators had to completely lock the home 
screen and prevent the deletion of all apps, which constrained the user’s ability 
to manage their own apps. Now users can continue to rearrange their apps, 
install new apps, and delete other apps they’ve installed. Administrators can 
mark their mission-critical managed apps as non-removable. When users try to 
delete or offload a Managed apps, it prevents it and displays an alert. Non-
removable Managed Apps ensures that an organization’s users always have the 
apps they need on their devices. 

Lights Out Management 
NOTE: Lights Out Management will not be functional in Seed 1 of macOS 11. 

With macOS 11, a Mac Pro (2019 or later) can be started, shut down, and 
rebooted remotely (even if macOS is unresponsive) using Lights Out 
Management (LOM). An MDM solution will send a command to a Mac (known 
as the Controller) using the MDM protocol. The Controller in turn sends the 
command to the Mac Pro using a secured and proprietary protocol. All Mac 
(Controller and Mac Pro) devices: 

• Must be running macOS 11 

• Must be on the same local subnet and use Ethernet (communication is over 
IPv6) 

• Must be enrolled in the same MDM solution 

• Must have the Certificate, Lights Out Management, and SCEP payloads 
installed 

• Do not require a static IP address 

Communication between the MDM solution and the Controller use the Apple 
Push Notification service (APNs). Communication between the Controller and 
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the Mac Pro devices use TCP/IP (IPv6) and TLS, which is encrypted using the 
certificate supplied by the Lights Out Management payload. 

Learn more about APNs in the Deployment Reference for Mac: 

• How Apple devices work with APNs: https://support.apple.com/guide/
deployment-reference-macos/ior9d28751c0 

Exchange ActiveSync (EAS) accounts 
In iOS 14 and iPadOS 14, Exchange accounts configured for Microsoft cloud-
based services (such as Office365 or outlook.com) are automatically upgraded 
to use Microsoft’s OAuth 2.0 authentication service. 

Learn more about Exchange Active Sync in the Deployment Reference for 
iPhone and iPad, MDM Settings for IT Administrators, and the Apple Developer 
website: 

• Exchange ActiveSync integration requirements for Apple devices: https://
support.apple.com/guide/deployment-reference-ios/apd46055de62 

• Exchange ActiveSync features in Apple devices: https://support.apple.com/
guide/deployment-reference-ios/apd81ad3352f 

• Exchange ActiveSync payload settings: https://support.apple.com/guide/
mdm/mdma9c22f8c 

Exchange ActiveSync payload settings: https://developer.apple.com/
documentation/devicemanagement/exchangeactivesync 
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Mobile device management updates 
Setup Assistant updates to Apple devices 

Learn more about Setup Assistant management in MDM in MDM Settings for IT 
Administrators: 

• MDM Setup Assistant panes: https://support.apple.com/guide/mdm/
mdmc5a826c7 

New restrictions in MDM 

Learn more about restrictions in MDM Settings for IT Administrators: 

• MDM restrictions: https://support.apple.com/guide/mdm/mdm2phf95672 

New payloads in MDM 

Learn more about payloads in MDM Settings for IT Administrators: 

• MDM payloads: https://support.apple.com/guide/mdm/mdm5370d089 

OS Pane Description

macOS Accessibility The Accessibility Setup Assistant pane doesn’t appear. (The Mac 
must be connected to Ethernet for this Setup Assistant pane to 
initially appear.)

iOS
iPadOS

Get Started The Get Started pane can be skipped.

iOS
iPadOS

Update Completed If a software update is performed during Setup Assistant, the 
Update Completed pane can be skipped.

OS Restriction Description

macOS Defer software update Defer macOS updates, including supplemental and 
security updates.

iOS
iPadOS

Use Temporary Session on Shared 
iPad

Blocks temporary session on Shared iPad. 
(iPadOS 13.4)

iOS
iPadOS

Allow App Clips Restricts the ability to add App Clips. Any existing 
App Clips will be removed when this restriction is 
applied.

OS Restriction Description

iOS
iPadOS

DNS Settings DNS settings can be encrypted, so DNS entries 
aren’t seen by others watching network traffic.

macOS Lights Out Management For the LOM Controller, a list of certificates and 
Mac Pro computers must be added.

For Mac Pro computers, a list of certificates and 
the ability to be managed must be added.

iOS
iPadOS

SetupAssistant Gives ability to skip specific Setup Assistant panes.

macOS
iOS
iPadOS

Per App VPN Per Account VPN is the replacement for the 
Domains keys. (macOS only) 

Now allows apps to be associated with specific 
internal websites and segments website traffic so 
some parts of the app can use different VPN 
tunnels. 
 
For more information, see “Identity 
Management” (on page 13).
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Payload updates in MDM 

Learn more about payloads in MDM Settings for IT Administrators: 

• MDM payloads: https://support.apple.com/guide/mdm/mdm5370d089 

OS Payload Description

macOS Accessibility The grayscale key is now deprecated.

macOS Associated Domains Direct downloads are supported.

iOS
iPadOS

Calendar Added Per Account VPN.

iOS
iPadOS

Contacts Added Per Account VPN.

iOS
iPadOS

Exchange ActiveSync Added key to allow the user’s password to be updated in 
place. 

Added Per Account VPN.

iOS
iPadOS

LDAP Added Per Account VPN.

iOS
iPadOS

Mail Added Per Account VPN.

iOS
iPadOS

Notifications Prevents apps from displaying a preview and the type of 
preview of a message in a Notification.

macOS Single Sign-On 
Extensions

Supported on the User channel. For more information, see 
“Identity Management” (on page 13).

iOS
iPadOS

Subscribed Calendars Added Per Account VPN.

iOS
iPadOS
tvOS
watchOS

SCEP Key size can now be 4096 bits.

macOS
iOS
iPadOS

VPN Added specification on Maximum Transmission Unit 
(MTU), in bytes. 

Added the ability to route all network traffic through the 
VPN connection. (iOS and iPadOS only) 

Added the ability to prevent the user to disable VPN On 
Demand. (iOS and iPadOS only)

macOS VPN App Mapping Now specifies a Per App VPN rule for specific calls. 
(macOS 10.15.4)

iOS
iPadOS
watchOS

Wi-Fi MAC address randomization can now be disabled when 
associating with a Wi-Fi network.
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Updated and new commands in MDM 

Learn more about command and queries in MDM Settings for IT Administrators: 

• MDM commands: https://support.apple.com/guide/mdm/mdm789n2k1qp 

• MDM queries: https://support.apple.com/guide/mdm/mdm4f3ee8847 

OS Command Description

macOS AccountConfiguration If present, specifies the short name of the local account 
to be managed. By default, only the local account 
created by the user in Setup Assistant is managed. This 
key can be used to specify that the account created 
using AutoSetupAdminAccounts is to be managed 
instead.

macOS ContentCachingInformation 
query

Retrieves additional information about the content 
caching service. (macOS 10.15.4)

macOS Device Info query Gets info for the BootstrapTokenAllowed and supports 
Lights Out Management device queries.

iPadOS Device Info query Gets info about users and quotas in Shared iPad. 
(iPadOS 13.4)

iPadOS Device Info query Lists the eSIM identifier.

iOS
iPadOS
tvOS

Device Info query Returns the Time Zone setting on the device.

macOS Install Application  
InstallEnterpriseApplication

Added the Install a Managed App option. 

Allows Managed Apps to be removed when the device 
is unenrolled from an MDM solution. 

Allows app config files (app preferences) to be installed. 

Allows MDM to make an existing app a managed app.

iOS
iPadOS
tvOS

ApplicationAttribute Ability to enable direct downloads for an associated 
domain. (iOS and iPadOS only)

Restrict the ability to remove the app.

macOS LOMDeviceRequest Issues start, shut down, or restart commands.

macOS LOMSetupRequest query Obtains LOM information from the Mac.

macOS ManagedApplicationList query Returns the list of managed apps.

macOS ManagedApplicationFeedback 
query

Returns app feedback.

macOS RemoveApplication Removes managed apps.

macOS scheduleOSUpdate Added a InstallForceRestart option.

iPadOS SharedDeviceConfiguration Provides setting user quota on Shared iPad. 
(iPadOS 13.4)

iOS
iPadOS
tvOS

TimeZone Adds the ability to set the Time Zone. Location Services 
is not required for this command.
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Identity Management 

Single sign-on (SSO) enhancements 
macOS 11, iOS 14, and iPadOS 14 include a number of new features and 
enhancements for SSO extensions and the built-in Kerberos Extension. 

User channel support 
MDM payloads configuring SSO extensions can now be installed on the user 
channel on both macOS and iPadOS with Shared iPad. This feature is enabled 
for all SSO extensions. Settings configured on the User channel take priority 
over any settings configured on the device channel. This improvement will allow 
for easier per-user settings for SSO, such as setting the user name. 

Improved Per App VPN support 
Associated Domains now work with Per App VPN. Domains can now be added 
to a Per App VPN payload and a new direct downloads feature can be enabled 
for the domains using the managed app attribute on iOS, iPadOS, or the 
Managed Associated Domains payload on macOS; this ensures the domains are 
accessed directly by the device and not using the new Apple Content 
Distribution Network (CDN) dedicated to Associated Domains. 

Per App VPN Excluded Domains list allows cloud Identity Provider (IdP) traffic to 
go do direct from the device to the IdP to take advantage of load balancing and 
regional instances. 

Per App VPN will now be triggered for authentication-only requests such as a 
sign in event or a password change. It’s no longer required to have a separate 
HTTP or similar request to trigger the VPN. 

Embedded wildcard matching 
An SSO extension can now offer embedded wildcard matching inside the 
extension. This allows for a much easier setup for large IdPs that use a common 
URL scheme with slightly different URLs to identify specific customers or 
tenants. 

Calling app information 
Now SSO extensions receive more information about the calling app that’s 
trying to use the extension, including the calling app name (which is localized), 
the calling app team identifier, and an “is managed” flag. This information can 
offer users a better experience, with more details about the app requesting 
authentication. In addition, extensions can make more informed security 
decisions about how and when SSO credentials are used. 

Profile removal operation 
There is a new profile removal operation. When an MDM profile configuring an 
SSO extension is removed from the device, the operation is called. This will give 
extensions a short window of time to sign out, clean up files or keychain entries, 
revoke tokens, or perform other cleanup actions as necessary. 

What’s New for Enterprise and Education June 2020
 13



Built-in Kerberos Extension 
Improvements to the built-in Kerberos Extension include: 

• User channel payload support for macOS and iPadOS with Shared iPad. This 
improvement will allow MDM developers to more easily bundle per-user 
settings for SSO, such as user -level certificate identities for use with 
certificate based kerberos or PKINIT. 

• The menu extra on macOS will more accurately represent the state of the 
extension to the user and when clicked, provide additional information about 
the state of the network and credential. 

• The user interface is now customizable, including the ability to set a custom 
identity name that is displayed on the user name field, as well as custom help 
text that is shown at the bottom of the sign-in window. 

• Better support for Per App VPN, including support for app-to-Per App VPN on 
macOS. The KerberosMenuExtra and the AppSSOAgent must be added to the 
app-to-Per App VPN payload to take advantage of this improvement. 

• More control over the initial login experience for IT administrators on macOS 
11. This includes a new MDM configuration option to delay the first login 
prompt and a new flag on the app-sso binary to manually trigger the initial 
login prompt when desired (using a script executed using an MDM vendor 
agent, for example). 

• A new managed app access control on iOS and iPadOS can limit access to the 
kerberos credential to only managed apps. 

Learn more about Single sign-on: 

• WWDC 2020 session: Leverage enterprise identity and authentication 

• Intro to Single sign-on with Mac computers: https://support.apple.com/guide/
deployment-reference-macos/apdf5b35aad2 

• Intro to Single sign-on with iPhone and iPad: https://support.apple.com/
guide/deployment-reference-ios/apdf5b35aad2 

• Single Sign-On payload settings: https://support.apple.com/guide/mdm/
mdm7a81f07b 

• Single Sign-On Extensions payload settings: https://support.apple.com/
guide/mdm/mdmfd9cdf845 

• Apple Developer website SSO payload settings: https://developer.apple.com/
documentation/devicemanagement/singlesignon 

• Apple Developer website Single Sign-On Extensions payload settings: https://
developer.apple.com/documentation/devicemanagement/
extensiblesinglesignonkerberos 
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Content Distribution 

Content caching updates 
Content caching supports over two dozen data types including apps, books, 
iCloud content, GarageBand music, software updates, and Xcode components. 
Support for Internet Recovery was added earlier this year. The initial boot image 
isn’t included, but the full 6 GB recovery image is cached, which speeds up 
restores of Mac computers on the network. 

Learn more about content caching: 

• Intro to content caching for Apple devices: https://support.apple.com/guide/
deployment-reference-macos/ior3da85399f 

• Content types supported by content caching in macOS: https://
support.apple.com/HT204675 

• MDM Settings for IT Content caching payload settings: https://
support.apple.com/guide/mdm/mdm163612d39 

• Apple Developer website Content caching payload settings: https://
developer.apple.com/documentation/devicemanagement/contentcaching 
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Security and Compliance 

Signed system volume 
macOS 11 introduces a cryptographically signed system volume that protects 
against malicious tampering.  

Because the system volume is also cryptographically validated, it’s no longer 
necessary to encrypt it with FileVault to protect system volume integrity against 
offline attacks. FileVault is still used to encrypt user data on the Data volume of 
Mac computers running macOS 11. 

Learn more about the Apple File System (APFS) in the Deployment Reference 
for Mac: 

• Role of Apple File System: https://support.apple.com/guide/deployment-
reference-macos/apd27abbe308 

Serial number changes 
In 2021, Apple will update the format of serial numbers for products to a 
randomized alphanumeric string of 10 characters.  

If a product includes built-in logic that relies on the current Apple serial number 
structure, it will need to incorporate the updated serial number format without 
hard coding it into the solution. Also, third-party solutions must be capable of 
handling both the current product serial number format and the updated serial 
number format. 

Any currently shipping Apple products will retain their current serial number 
format, and new products may use the updated serial number format. 

Certificate trust changes 
macOS 11 requires confirmation with an administrator password when changes 
are being made to certificate trust settings in the administrator domain. Simply 
making the changes as the root user is no longer sufficient to modify certificate 
trust. This change will affect users currently using the security command-
line tool as the root user with the add-trusted-cert flag, or if they have a 
process running as root which calls the SecTrustSettingsSetTrustSettings 
function to trust a certificate. If an administrator needs to install a root 
certificate when an end user can’t supply an administrator password, the 
administrator must deploy the root certificate using a configuration profile with 
the certificate payload. 
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Transitioning away from kernel extensions 
macOS 10.15 introduced System Extensions and DriverKit to help developers 
maintain extensions inside their app rather than requiring kernel extensions 
(“kexts”). This makes for easier installation and increases the stability and 
security of macOS. The user simply downloads the app (installers aren’t 
necessary when using System Extensions or DriverKit), and the extension is 
enabled only when required. These replace kexts for many use cases, which 
require administrator privileges to install in /System/Library or /Library. 

IT administrators who use device drivers, cloud storage solutions, networking, 
and security apps that require kernel extensions are encouraged to move to 
newer versions—even if that means switching vendors—that are built on 
System Extensions. These newer versions greatly reduce the possibility of 
kernel panics on the Mac as well as reduce the attack surface. These new 
extensions run in the user space, won’t require special privileges required for 
installation, and are automatically removed when the bundling app is moved to 
the Trash. 

Learn more about kernel extensions in Apple Platform Security: 

• Kernel extensions: https://support.apple.com/guide/security/sec8e454101b 

Bootstrap Tokens 
A Bootstrap Token is used to obtain a SecureToken for any user logging in to a 
Mac; in macOS 10.15, the Bootstrap Token was used only for the managed 
administrator account created by an MDM solution and mobile accounts.  

In macOS 11, Bootstrap Tokens can grant a SecureToken to any user on a 
supervised Mac. macOS 11 may also ask for the Bootstrap Token in more cases 
than just when a user logs in.  

Learn more about Bootstrap Tokens in the Deployment Reference for Mac: 

• Using SecureToken: https://support.apple.com/guide/deployment-reference-
macos/apdff2cf769b 

• Using Bootstrap Tokens: https://support.apple.com/guide/deployment-
reference-macos/apda5cd41b67 

• When a user sets up a Mac on their own: https://support.apple.com/guide/
deployment-reference-macos/apd0815d5748 

• When a Mac is provisioned by an organization: https://support.apple.com/
guide/deployment-reference-macos/apdef58dd7b5 

• Using command-line tools: https://support.apple.com/guide/deployment-
reference-macos/apdf028a757b 
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Persistent Tokens 
In macOS 10.15.4 and iOS 14, and iPadOS 14, CryptoTokenKit includes support 
for persistent tokens. Persistent tokens allow third-party extensions to use 
cryptographic items stored on a smart card or on a networked Hardware 
Security Module (HSM). 

Using a token hosting app, system-wide use of the token is provided and made 
visible through the use of the TKTokenWatcher API. Configured identities are 
visible in the Keychain using the com.apple.token access group. After any app 
requests identities from the Keychain (using standard SecItemCopyMatching() 
API), returned SecKeyRef instances are bound to the new token. Whenever an 
operation is requested to be performed with this key, the token extension is 
started and then asked to perform the operation. Token extensions are able to 
consult any additional data stored within the token configuration in order to 
provide an answer. 

Profile installation 
To increase data security and prevent unintended profile installation, Mac 
computers not enrolled in an MDM solution require users to manually install 
both enrollment and configuration profiles. When a profile is downloaded, an 
alert is shown to the user indicating that they need to finish profile installation in 
System Preferences. The user must launch System Preferences, navigate to the 
Profiles preference pane, and select the downloaded profile. At that point the 
user will see a window describing what the profile does. If no action is taken by 
the user roughly 8 minutes after the profile is downloaded, the profile is 
automatically removed from System Preferences. 

The profiles command-line tool will no longer enable silent install of profiles. 
To initiate the installation of a profile using a script, use the command  
open /path/to/profile.mobileconfig. This command queues the 
profile for installation so that it can be installed using System Preferences. 

Learn more about profiles in MDM Settings for IT Administrators: 

• MDM overview: https://support.apple.com/guide/mdm/mdmbf9e668 

Certificate pinning for MDM 
iOS 13.4, iPadOS 13.4, and tvOS 13.4 will support the ability to use certificate 
pinning when communicating with an MDM solution. 

Per Account VPN 
In iOS 14  and iPadOS 14, VPN connections can be established on a per account 
basis, which provides more granular control over which data goes through VPN. 
Per Account VPN associates a user account with a specific VPN. For example, 
accounts that use mail, calendars, or contacts use a specific VPN when 
accessing data associated with that account. Accounts that don’t use Per 
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Account VPN will connect to their respective domains and servers using a 
public, open connection. Per Account VPN must be used with the Per App VPN 
payload, although no apps are required to be listed. For more information, see 
the “New payloads in MDM” (on page 10). 

Learn more about Per App VPN in the Deployment Reference for iPhone and 
iPad: 

• Per App VPN: https://support.apple.com/guide/deployment-reference-ios/
apdfbf6f529b 

MAC address randomization 
iOS 14, iPadOS 14, and watchOS 7 introduce a new Wi-Fi privacy feature. When 
an iPhone, iPad, or Apple Watch connects to a Wi-Fi network, it identifies itself 
with a randomized MAC address. This feature can be disabled either by the user 
or using a new option in the Wi-Fi payload. Under certain circumstances, the 
device will fall back to the actual MAC address. 

Learn more about MAC address randomization in Apple Platform Security: 

• MAC address randomization: https://support.apple.com/guide/security/
secb9cb3140c 

Activation Lock updates 
The following caveats apply to Mac computers enrolled in MDM using User 
Approved enrollment (now considered supervised in macOS 11), but don’t 
appear in Apple School Manager or Apple Business Manager: 

• Activation Lock prevention will work only if the Mac is enrolled in MDM prior to 
a user enabling Find My Mac. 

• The Activation Lock bypass code received from the Mac is valid only if it was 
generated before the most recent time Find My Mac was enabled. If this is not 
the case, the bypass code will become valid if the user disables and 
reenabled Find My Mac. 

Learn more about Activation Lock in MDM Settings for IT Administrators: 

• Activation Lock: https://support.apple.com/guide/mdm/apd593fdd1c9 
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Command-line tools 
The following command-line tools will be updated for macOS 11. 

softwareupdate 
The softwareupdate command-line tool will no longer contain the --ignore 
flag or the --set-catalog flag. 

networksetup 
The networksetup command-line tool won’t allow standard user accounts to 
change network settings without an administrator user name and password. 
Standard user accounts can still: 

• Turn Wi-Fi power on and off 

• Change the Wi-Fi network name (SSID) 

• Read all network settings 

This brings the networksetup command-line tool into parity with what a 
standard user can control in either the Network pane of System Preferences or 
the Wi-Fi menu in the menu bar. 

Learn more about the softwareupdate and networksetup command line 
tools: 

• softwareupdate: Open Terminal on the Mac, type man softwareupdate, 
then press Return. 

• networksetup: Open Terminal on the Mac, type man networksetup, then 
press Return. 
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App Updates 

Assessment Mode 
With Assessment Mode, assessment apps can disable certain hardware and 
software features to meet the requirements for a secure test environment. This 
is supported in macOS 10.15.4 or later and iOS 13.4 and iPadOS 13.4.  

In iOS 14 and iPadOS 14, the new Assessment Mode (previously called 
Automatic Assessment Configuration (AAC) now supports more granular 
configurations, and the AAC framework now supports Catalyst apps. 

Learn more about Assessment Mode: 

• WWDC 2020 session: What’s New in Assessment 

• Set up iPad and Mac to give tests and assessments: https://
support.apple.com/HT204775 

Shortcuts 
The Shortcuts app adheres to Managed Open In rules on iOS 13.4 and iPadOS 
13.4. This allows the flow of data from one app to another to be restricted, 
ensuring that the data isn’t shared with unmanaged apps and services. Existing 
shortcuts should be checked after the Shortcuts app is managed to make sure 
current workflows still function properly. 

Learn more about Shortcuts and Managed Apps: 

• Shortcuts User Guide: https://support.apple.com/guide/shortcuts/ 

• Managed Apps for iPhone and iPad: https://support.apple.com/guide/
deployment-reference-ios/iorf4d72eded 

Apple Configurator 2 
Using the beta version of Apple Configurator 2, administrators can now identify 
a specific Apple School Manager or Apple Business Manager location when 
they purchase apps and books. In addition, the cfgutil command-line tool 
has the capability to configure up to 64 devices simultaneously.  

Learn more about Apple Configurator 2: 

• Apple Configurator 2 User Guide: https://support.apple.com/guide/apple-
configurator-2/ 
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Classroom 
Classroom for Mac 2.2 and Classroom for iPad 3.2 introduce the following 
updates: 

• Apple School Manager classes are available in Classroom for teachers signed 
in with their Managed Apple ID. 

• Updates to class rosters in Apple School Manager sync to Classroom and 
Schoolwork. 

• Teachers can do the following: 

• Use AirPlay to display the class code for teacher created classes. 

• Pinch to zoom to adjust size for the displayed student screens. 

Learn more about Classroom: 

• Classroom for Mac User Guide: https://support.apple.com/guide/classroom/
welcome/mac 

• Classroom for iPad User Guide: https://support.apple.com/guide/classroom/
welcome/ipados 

Schoolwork 
Schoolwork 2.0 (requires iPadOS 13.5) introduces the following updates:  

• A new, tab-based navigation design allows switching between Handouts view 
and Students view; a new sidebar allows access to current classes, recents, 
favorites, drafts and archived Handouts; and there are now streamlined 
options for adding content in Handouts. 

• There are also new Handout options, such as locking Handouts, marking as 
“viewed,” requesting revisions, and returning files. 

• New rich metadata for app activities include thumbnails and summary info. 

• More insights are possible into overall class and individual student progress, 
such as viewing completion rates, time spent, and incomplete and reassigned 
activities. 

• Notifications can now be sent to teachers and students when Handouts are 
assigned, due, or ready to be reviewed. 

• In-app and Spotlight search are now available for classes, Handouts, and 
students. 

Learn more about Schoolwork: 

• Schoolwork 2.0 User Guide for Teachers: https://support.apple.com/guide/
schoolwork-teacher/ 

• Schoolwork 2.0 Getting Started Guide for teachers: https://www.apple.com/
education/docs/getting-started-with-schoolwork.pdf 

• Schoolwork 2.0 Set Up Guide for Admins: https://www.apple.com/education/
docs/get-setup-for-schoolwork.pdf 
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AppleSeed for IT 
AppleSeed for IT is designed specifically for education and enterprise 
customers committed to testing each new version of Apple beta software in 
their organizations. Organizations with Apple School Manager or Apple 
Business Manager designate which account roles in their organization can 
participate. Participants use their Managed Apple ID to access the program, and 
their feedback is associated with their organization. 

To access program resources, participants sign in to https://
appleseed.apple.com/it using a Managed Apple ID issued by the organization 
and accept the program terms. Resources include the ability to download beta 
software, access beta documentation, and participate in test plans and surveys 
specific to education and enterprise environments. For additional details, see 
the 2020 AppleSeed Program Planning Guide in the Downloads section of the 
AppleSeed for IT web portal. 

Teams 
Teams is a new feature in Feedback that allows members of the same team to 
share and collaborate. It’s available to AppleSeed for IT members and to the 
Apple Developer Program. In AppleSeed for IT, all Managed Apple IDs in the 
same Apple Business Manager or Apple School Manager organization will be 
part of the same team when they sign in and accept this year’s program terms. 
Teams is available on devices running macOS 11, iOS 14, or iPadOS 14. 

New Apple School Manager and Apple Business Manager privileges 
There are two new privileges in Apple Business Manager and Apple School 
Manager to support the Teams feature. 

• Administer AppleSeed for IT: Allows roles with that privilege to reassign any 
Team feedback. Administer AppleSeed for IT is required for all organization 
Administrators and disabled by default for Site Managers (Apple School 
Manager only) and People Managers. 

• Participate in AppleSeed for IT: Allows roles with that privilege to enroll in 
AppleSeed for IT and join the organization’s team. Participate in AppleSeed for 
IT is enabled by default for all roles except Student. Student roles aren’t 
allowed to participate in AppleSeed for IT. 

Multidevice diagnostics 
When using Feedback Assistant or the Feedback app, device diagnostics can 
be collected from any device which is signed in to the same iCloud account. 
Use the Apple ID signed in on the device, which is not necessarily the Managed 
Apple ID used for AppleSeed for IT. 

Learn more about AppleSeed for IT: 

• WWDC 2020 session “What’s New in Managed Software Updates and 
AppleSeed for IT” 

• 2020 AppleSeed Program Planning Guide: Downloads section of the 
AppleSeed for IT web portal. 
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Deprecated Services 

Volume Purchase Program 
The Volume Purchase Program will no longer be available starting December 1, 
2020. If an organization or person is using this program, they should upgrade 
now to Apple School Manager or Apple Business Manager to continue to 
purchase apps and books in volume. 

Learn more about the deprecation of the Volume Purchase Program: 

• Upgrade from Apple Deployment Programs: https://support.apple.com/
HT209617  

iTunes U 
iTunes U will be discontinued at the end of 2021. Until then, it will continue to be 
supported and available to all existing customers. To assist with migration, 
Apple will: 

• Add support for ClassKit to iTunes U so administrators can easily transition to 
Schoolwork. 

• Introduce an export feature to iTunes U to support moving to third-party apps 
and learning management systems. 

Learn more about iTunes U and ClassKit: 

• iTunes U June 2020 Update: iTunes U June 2020 Update 

• iTunes U Help: https://help.apple.com/itunesu/instructor/ 

• ClassKit: https://developer.apple.com/classkit/ 

• WWDC 2020 session: What’s New in ClassKit 
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Additional Resources 
Learn more about Apple security and deployment on the following websites: 

For planned support on MDM features listed in this document, contact the MDM 
vendor. 

For planned support with kernel extension changes listed in this document, 
contact the app developer.

Product URL

Apple Platform Security https://support.apple.com/guide/security/

Deployment Reference for iPhone and iPad https://support.apple.com/guide/deployment-
reference-ios/

Deployment Reference for Mac https://support.apple.com/guide/deployment-
reference-macos/

MDM Settings for IT Administrators https://support.apple.com/guide/mdm/

Apple School Manager User Guide https://support.apple.com/guide/apple-school-
manager/

Apple Business Manager User Guide https://support.apple.com/guide/apple-business-
manager/

Apple Configurator 2 User Guide https://support.apple.com/guide/apple-configurator-2/

Classroom for Mac User Guide https://support.apple.com/guide/classroom/welcome/
mac

Classroom for iPad User Guide https://support.apple.com/guide/classroom/welcome/
ipados

Schoolwork for Teachers User Guide https://support.apple.com/guide/schoolwork-teacher/

Schoolwork for Students User Guide https://support.apple.com/guide/schoolwork-student/

Apple Developer device management https://developer.apple.com/documentation/
devicemanagement
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